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OTHELLO TECHNOLOGY SYSTEMS LIMITED

SERVICE LEVEL AGREEMENT FOR DEDICATED/COLOCATED SERVER
THIS SERVICE LEVEL AGREEMENT dated ____________________________ is made between:

(1)
OTHELLO TECHNOLOGY SYSTEMS LTD whose registered office is at :

53 Park End Road, Marshalls Park, Romford, Essex.RM1 4AX  United Kingdom 

(“the Supplier”) and

(2) _______________________________________________________________

 whose registered office or principal place of business is at 

______________________________________________________________ 

("the Customer")

The Supplier and the Customer have entered into a Master Agreement dated __________________ ("the Master Agreement") containing the Supplier's general terms and conditions that apply to the provision of the services described in the Service Schedule to which this Service Level Agreement is an attachment.  

The Customer wishes the Supplier to provide the services described in the Service Schedule and in accordance with this Service Level Agreement to the Customer.

Signed on behalf of
Signed on behalf of

the Supplier:
the Customer:

Signature:
_____________________
Signature:
_______________________

Name: 
_____________________
Name:
_______________________

Position:
_____________________
Position:
_______________________

OTHELLO TECHNOLOGY SYSTEMS LIMITED

STANDARD SERVICE LEVEL AGREEMENT FOR COLOCATED/DEDICATED SERVER
This Standard Service Level Agreement is provided at a published monthly cost for all collocated and dedicated server customers who require it. Minimum contract term for the SLA is 12 months, except where the customer wishes to upgrade to a higher SLA level, where upon the new SLA contract will replace this one in it’s entirety.

Service Overview

Within the NOC your server will be connected to a resilient power supply protected by a substantial UPS and an auxiliary generator. All critical systems are monitored 24 hours a day, 7 days a week, 365+ days a year.

Collocation is the housing of a client provided Internet server within one of our Network Operations Centres. Collocation clients can have full access to their equipment 24 hours a day, 7 days a week , where all access must be pre-booked using the online access authorisation form and is chargeable at current rates.

Dedicated Server is the housing of an Othello Technology Systems provided server, leased to the Customer and housed within one of our Network Operations Centres. Dedicated Server customers do not have any access to the equipment.

LeasePurchase Server is the housing of an Othello Technology Systems provided server, leased to the Customer and housed within one of our Network Operations Centres. At the end of the lease period, assuming all monthly payments were made in full and on-time, the ownership of the server changes to that of the customer, who can, at their discretion continue with the Collocation of that server. LeasePurchase customers do not have any access to the equipment during the lease period (treated as dedicated) but may access the equipment as if collocated at the end of the lease period.

Server Housing is the providing of a rack (part or full) for the housing of client provided Internet server (s) within a lockable dedicated rack solely for that customers use within one of our Network Operations Centres. Server Housing customers have full unrestricted 24 hours a day, 7 days a week access to their specially designated rack.

Equipment

3 Network Operations Centres (Harbour Exchange, Meridian Gate, Sovereign House)

19” ventilated racks – 600mm wide, 800mm deep, 44 ‘U’ tall (1 ‘U’ = 44.45mm) 

Cisco Switched 10 Mb/s, 100Mb/s (FE), 1000Mb/s (GigE) ports

24 hour monitoring

CCTV and PAC Tag secured entry

High capacity uninterruptible power supply

Auxiliary diesel generators (350 KVA with 5 days fuel reserve)

High service availability – averaging 99.9975%

Othello Technology Systems will provide:

Internet Connection

· 10baseT, 100baseTX RJ45 switched network connection or 1000baseSX SC-SC Fibre Optic connection as set out on the Order Form.

· Internet connections will be accountable by either bandwidth usage using the 95th percentile calculation or by actual data transfer averaged on a monthly basis across an Ethernet connection or by bandwidth limitation from 64 Kb/s upwards as set out on the Order Form.
· All bandwidth and data-transfer is by either Single Provider or managed BGP4 multi-homing through multiple redundant ISPs as set out on the Order Form. Details of our current suppliers are available on request and subject to change without notice
The number of bandwidth suppliers will never be less than 3 and is expected to remain at 5 separate suppliers. Wherever possible with the NOC range of suppliers available at least two suppliers will use divergent and alternate/diverse cabling to eliminate any single point of failure.
Power Supply

· 1 KW, 8Amp per rack with circuit breaker protection, backed by Redbus dedicated UPS systems, 0.30Amp per server for dedicated and collocated users.
· As part of this Service Level Agreement, Othello Technology Systems can also provide the customer with the facility to manage online the power (on/off) to the equipment for their use. Currently this is provided by APC Masterswitches, models including AP92222VM and AP9212HM.

Power and Equipment Outages

· Othello Technology Systems Limited will provide a minimum of 48 hours notice of any planned power or equipment outages except in the case of emergencies requiring immediate or shorter notice action.

Planned Maintenance

· Any planned systems maintenance that is carried out by Othello Technology Systems Limited will take place between the hours of 23:00 and 06:00 in order to minimise disruption during Internet peak times. 

· Othello Technology Systems Limited will provide a minimum of 48 hours notice for any maintenance that is carried out on the network except in the case of emergencies or network failure requiring immediate or shorter notice action.

· Planned maintenance is posted as soon as known to allow for customer planning on the official Othello Technology Systems website at http://www.othellotech.net/uptime.htm

Security

· Physical Security: All servers are located in a secure building with both physical and electronic security including securely sectioned areas

· All Network Operations Centres are protected by secure key card entry control, CCTV monitoring and recording

· All visitors must be signed into the buildings on each occasion.

· Dedicated, Collocated and LeasePurchase customers arriving at the Network Operations Centre without a prior booking, and without being met by Othello Technology Systems staff will not be permitted access to the NOC, under any circumstances.

Client provided servers

· Othello Technology Systems Limited is unable to provide any support for hardware/component failure associated with client provided servers. It is the client’s responsibility to arrange on-site maintenance cover, through manufacturer’s, third party or own staff provision.

· Othello Technology Systems Limited may at its discretion and by prior agreement with the customer, subject to current fees, provision and/or install upgrades on behalf of the customer to the servers. All such upgrades will be scheduled in the same way as for Othello Technology Systems own maintenance.

Othello Technology Systems leased server (Dedicated and LeasePurchase Server)

· Othello Technology Systems Limited will provide responsibility for all hardware/component failure, including cost of replacement parts and technician support time.

· Any additional maintenance work required by the client will be subject to current fees.

Access to Collocated servers

· The client may have physical access to their server by prior appointment only and will require the presence of an Othello Technology Systems technician, and be subject to current fees.

· All appointments for physical access to collocated servers must be made through the online access authorisation system as advised to clients, and is not a confirmed booking until Othello Technology Systems have replied indicating an acceptable date, time and duration for the visit.

· Othello Technology Systems is able to provide the loan of a KVM keyboard, video monitor and mouse for standard SVGA /PS2 client servers at a small charge. This service is known as ‘workstation access’

Access to Dedicated Servers

· There is no provision of client access to dedicated servers.

Access to LeasePurchase Servers

· There is no provision of client access to lease-purchase servers during the lease period. After the lease period has expired lease-purchase servers are treated as collocated servers.

Access to Server Housings

· Customers with server housing agreements have full unrestricted, unsupervised 24/7/365 access to their rack and the contents therein.

· At the customer’s discretion and subject to current fees the customer may request the help and/or presence of an Othello Technology Systems technician. A technician will always accompany the customer on their very first visit free of charge, to explain procedures, fire and safety rules etc. The first visit “handhold” is expected to last approximately 1 hour.

Network Monitoring

· Othello Technology Systems Limited network operating centre monitors network connections 24 hours a day, notification to an Othello Technology Systems technician immediately in the event of server or service failure by email and SMS/Pager.

· Othello Technology Systems Limited operate multiple levels of redundant hardware, minimising the effect of any single piece of equipment failing or malfunctioning.

· Extension of the Othello Technology Systems server and service monitoring system can be granted to the customer for their own use, subject to current fees.

IP address assignment

· Othello Technology Systems Limited will only assign IP addresses within the terms permitted by RIPE - Réseaux IP Européens. For Collocated/Dedicated/LeasePurchase Servers, each server will have 1 IP address assigned as standard. For Server Housing customers we expect all appropriate RIPE forms to be submitted and to route subnet not smaller than /29 to the rack.
· Charges apply for administrative work involved in the assignment and routing of Internet Protocol addresses. 

Software Support and Maintenance

· The client accepts sole responsibility for the installation of third party software. Othello Technology Systems Limited is unable to provide technical support for third party applications.

· It is the client’s responsibility to ensure that they are in possession of valid licences for all software used on their collocated, dedicated or lease-purchase server.

· Othello Technology Systems Limited is able to provide ‘Remote Hands’ assistance to clients. 
Othello Technology Systems staff can execute specific commands as requested either in writing or during a telephone conversation with the client. Standard charges apply. All remote hands must be pre-booked at least 2 working days in advance.

· The client is responsible for any conflicts that third part software installation may cause. If Othello Technology Systems Limited is asked to provide any intervention to resolve conflict issues then a standard charge will be made. Additional charges may apply for services carried out by third party staff.

Server failure

· Othello Technology Systems Limited will power cycle a server within one hour of the request being received during working hours (09:30 – 17:30 GMT Monday to Friday) free of charge for one power cycles per month.

· Power cycles outside of working hours and more than one in any single month will incur a charge of £50 per power cycle.

· The customer can be provided with the facility to power cycle their own equipment 24/7 as often as they wish, for a single monthly fee. This fee is currently £20/month and waived on certain plans.

Additional Services

· Othello Technology Systems Limited will undertake upgrades to a server at the standard charges plus the cost of any materials.

· All upgrades must be pre-booked at least 2 working days in advance

Standard Charges

The current rate of charges and fees is published on the official Othello Technology Systems Limited website at http://www.othellotech.net
· Working hours: £100 + VAT per hour

· Other times: £250 + VAT per hour


NOTES:





You may upgrade your Service Level Agreement by adding extra features to your service or going for a paid Service Level Agreement (Standard, Advanced, eXtreme, Ultimate). Some of these are as follows:





Secondary DNS


All Dedicated Servers come with DNS functionality and you are able to have both nameservers on the same machine by adding a 2nd IP addresses. However for better DNS resilience you may use our Secondary DNS service, which will secondary your domain names for you ‘off-net’.





Primary and Secondary DNS


If you do not want the hassle of running your own DNS and keeping your nameserver up to date with all the latest versions and security patches, you may opt for Othello Technology Systems to run the DNS on your behalf, on our redundant, resilient nameserver architecture.





Backup MX


All Dedicated Servers come with mail server functionality. However, if your server is switched off for maintenance/upgrades, or the network is down for maintenance, then mail will be unable to get through and be bounced back to the sender. In these cases it is better to have a ‘backup’ mail server, which will queue the mails for you until the server is available again. Othello Technology Systems can provide this backup service on an ‘off-net’ server.





Mail Management


Similar to primary and secondary DNS, but for the mailservers.





Upgrade Port Speed to 100Mb/s


All Dedicated Servers come connected to a 10Mb/s Managed Switch port. This is fine for most intents and purposes. However if you require a faster port, this can be provided.





Two switched network ports


All Dedicated Servers come connected to one managed switch port. Although there are no problems with this set up, physical Ethernet network card or cable can become faulty. A faulty cable or NIC does mean no network connectivity until replaced and for peace of mind you may choose to upgrade to connecting the server to the network via two switch ports on separate switches, requiring the server to have two Ethernet cards for the ultimate in resilience.





Remote power cycle port


Rather than requesting Othello Technology Systems to power cycle the server for you, you may power cycle the server at any time you wish, 24 hours a day, and immediately via the world wide web (or other interface as we can provide)


 


Dedicated UPS


All servers are protected by the UPS provided by Redbus. For extra peace of mind you may upgrade your service to include a dedicated UPS for your servers.





Terminal Server Console


Rather than requesting ‘Remote Hands’ from Othello Technology Systems in cases where the server is not responding to IP based requests, you may upgrade your service to include a terminal server console connection. We will plug your server into a Terminal Server via the serial port, which will allow you to administer the server whilst it is offline. This will allow you to remotely administer and troubleshoot the server to bring it back online.





Backup Services


Othello Technology Systems can provide backup services either by backing up across a network onto another server or tape rotation. Further this can be done on a daily, weekly or monthly basis.








Remote KVM


As an alternative/compliment to Terminal Server Console, Othello Technology Systems can provide access to your server by remove Keyboard, Video, Mouse connection over TCP/IP which will allow you to administer the server as if you were standing at a screen and keyboard in front of it.








The Advanced, eXtreme and Ultimate Service Level Agreements range from in price from £1000 per year through to £24,000 per year and include a variety of combinations of the above upgrades in addition to tighter response times, no-charge work options and compensation, including the option of a dedicated person for the Customer during work hours.
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